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TRUNG TAM CONG NGHE THONG TIN Péc lap - Tw do - Hanh phiic
Sé: 139 /CV-CNTT Ha No¢i, ngay 17 thang 04 nam 2020 B
V/v cénh bao nguy co mét an toan thong tin TONG CYC THE DYC THE T HAC
tir phéin mém hop truc tuyén Zoom C 6 NG V;k N P l_ ‘
‘A nd e e 56:..4329..
Kinh guri: Cac co quan, don vi thudc Bo ey wing.. 4 2020
Chuyeén:..

Theo canh bao tir Cuc An toan thong tin — Bo Thong tin va Truyen thong tai
van ban sb6 250/CATTT-VNCERT/CC, nguy co mat an toan thong tin tir phan
mém hop tryc tuyén Zoom c¢6 thé xay ra gbm:

- L6 lot thong tin ca nhdn nguoi su dung (gdm: email, mat khau, duong
dan URL céc cudc goi va mat khau kém theo).

- L& hong bao mat nghiém trong nhw: mi hoa dir liéu dau cudi kém, dé
dang bi do quét ID cude hop, 16 hong lién quan dén duong din UNC (Universal
Naming Convention)... théng qua cac 16 héng nay tin tic c6 thé truy cip bét hop
phap vao cac phong hop, theo doi, truyén ba cac thong tin xdu doc, danh cap
thong tin hodc cai dit ma doc truc tiép trén may tinh ngudi ding.

Dé ting cuong cong tic dam bao an toan an ninh thong tin, dic biét 14 bao
vé thong tin ca nhén, bao vé quyén loi hop phap ctia don vi, Trung tim Céng
nehé thong tin trén trong dé nghi Quy don vi trién khai thuc hién mot s bién
phap sau day:

1. Khuyén cdo khong str dung phan mém Zoom dé phuc vu cic budi hop
truc tuyén tai don vi.

2. Uu tién lua chon cac san pham phin mém hoi nghi truc tuyén va lam
viéc tir xa do doanh nghiép uy tin trong nudc cung cip nhu: Viettel, VNPT,
Mobiphone, FPT, VNG, CMC, Nhan Hoa...nhu giai phap hoi nghi truc tuyén
https://emeeting.mic.eov.v/ duoc Cuc Coéng nghé théng tin — B Théng tin va
Truyén thong khuyén nghi str dung tai cong van s6 389/TTH-CPPT,...

3. P6i vai can bo, cong chire, vién chire va ngudi lao dong tai cac don vi
su dung cac phi"m mém hoc truc tuyén, t6 chuc hoi hop va lam viéc tu xa:

- Chu ¢ tai phin mém tir cdc nguon chinh théng, thudng xuyén cap nhat
phién ban méi nhat ctia phan mém.

- Khong chia sé thong tin vé phong hop (ID, mat khéu) dé tranh cac
truong hop bi ké xu theo déi, pha hoai.

- Thiét lap cac cAu hinh bao mét cao trén cac ph?m mém hop truc tuyén.
Cu thé: dat mat khau phtrc tap cho cac bubi hop; kich hoat ché do xét duyeét
nguoi tham gia trude khi vao phong hop; thiét 14p cac tinh ndng quan 1y viéc
chia s¢ man hinh trong budi hop; han ché viéc luu lai ndi dung budi hop trong
truong hop khong can thiét.




- Péi véi nguoi dung da sir dung phin mém Zoom, thuc hién ngay viéc
d6i mat khau phtre tap, tranh sir dung chung mat khau véi tai khoan khac.

- Khi phat hién nguy co, ddu hiéu 16 lot théng tin ¢4 nhan cua ngudi st
dung, cin nhanh chéng khic phuc va kip thoi théng bdo cho co quan chuyén
trach vé CNTT va co quan chitc ning c6 thim quyén lién quan dé phéi hop xir Iy
kip thoi cac van dé phat sinh.

Trung tam Cong nghé thong tin cir can bo dau méi k¥ thuat tiép nhan yéu
cau, giai dap kho khan vuréng mic va hd tro ki thuat:

1. D/c Duong Anh Quan - Pho truong phong Quan 1y ha tang va dir liéu sé.

Dién thoai: 0915091580; E-mail: quanda@cntt.gov.vn.

2. B/c Nguyén Anh Trung - Pho truong phong Cong nghé théng tin.

Dién thoai: 0904749339; E-mail: trungna(@cntt.cov.vn

Tran trong./.
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Noi nhin: ; GIAM POC
- Nhu trén; ;

- Thir tredmg Lé Khanh Hai (dé bdo cdo);
- Van phong Bo (dé biéy):;

- Trung tam TTDL (dé p/h);

- Trung tam TTTDTT (dé p/h); -
- Luu: VT, CNTT. NH.&0. -
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